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JlekTopw

Pypabe lNpoce

= Crapwwuun IT-aygutop

= MH i3 lUTy4yHOro iHTenekTy

= MaricTtp 3 IT-ayauty

= CepTudikoBaHunim npodecioHan 3
6e3nekun iHpopMaUiMHUX CUCTEM

JlopeBik AHceH

= KepiBHUK 3 IT-ayauty

= MH 3 YnpaBniHHA iHpOpMaUui€to
= Marictp 3 IT-ayaunty
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AyauT B
HipepnaHACbKOMY
Ypaai




HigepnaHacbknn Ypsaa

HauioHanbHUW ypaa

LleHTpanbHumn
Ypag

MigHauioHanbHUX ypaa
MpOBIHLINHUN

BoaHi paau




Hinepnanaceknn Ypsaa (Rijksoverheid)

= 11 MiHicTepcTB
*» MiHicTepcTBO 3aKOpAOHHUX cripas (BZ)
» MiHicTtepctBO (iHaHciB (FIN)
= MiHicTepcTBOo 6e3nekun Ta toctuuii (J&V)
= Ta iH.

= 160 areHTCTB AepXXaBHOI C/y>KObM Ta BUKOHABYMX OpraHizauin
. MogaTkoBa Ta MUTHa aAaMiHICTpauUis

* HauioHanbHWI apxiB

* HauioHanbHUN KPUMIHANICTUYHUIN IHCTUTYT

* LleHTpanbHe areHTCTBO CyaoBuX 360piB

= [HCnekuis 3 0XOpOoHU 340p0B'a

= [ Tak pani.

= 120 000 npauiBHUKIB
. 27 000 B lNaasi
30 000 B NMopaTKOBIN Ta MUTHIN aaMiHiCTpauii



[Tpo UeHTpanbHy Ypsgosy Crniyk0y Ayamty
0 YTtBOpeHa 1 TpaBHA 2012

O O6'egHaHHSA/3NMNTTA CUNBHUX
CTOPIH AenapTaMeHTiB ayauTy
MiHICTEPCTB.

O Harnag, koopanHauia ta
MOHITOPUHT 3 6oKy MiHicTepcTBa
doiHaHCIB, He3aneXXHe PO3MiLLIEHHS
Ta poboTta Ans BCiX MiHICTEPCTB.

d Bnusbko 600 npauiBHukis (100
IT- ayguTopis)




[lepexognmo oo temu IT Ta IT-ayanty

LLlo Bam BXe Bigomo npo IT?

LLlo Bam BXe BigOMO Npo ayauT?

Aknin pocein y Bac € y cihepi IT-ayanty?




[TfpeacrtaBneHHa IT




CeiTIT

4733620

Code

W
App
Server
Cloud Computing
Database
Cloud Computing

everything and the kitchen sink

Mobile

&

PC
T

[ES|
—

Kitchen
Sink

Mo)keTe Ha3BaTu gedaki HoBi HaNnpAMKn y | T?
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IT B
HipepnaHACbKOMY
Ypaai




3aBAaHHSA — Balla BnacHa opraHisauis

LLlo 6 Bn xoTinu nepeBipUtn ayguTtoMm i 4HoMy?
SAKi npobnemMHi NnuTaHHA y Bac Hapa3i BUHUKAKTb?

« [lepBWHHI ypanoBi npouecu
 LundpoBa KOMYyHiKauis 3 rpoMagsaHaMum i KOMMNaHisaMu
* BHyTpiwHi 6i3Hec-npouecu




NMepBUHHI ypaaosi
npouecm

[P ictesnt  Omdarwwrpar  Orgeemate
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IT B HinepnaHacbkomy Ypsaai(Il)

KomMyHikauina 3

rpoMaasiHaMM i KOMNaHIAMM

Inloggen op Mijn DUO
Alles online geregeld

C l °
- l4 e rken n I n g Financiering aanvragen, een wijziging doorgeven of uw gegevens bekijken? U regelt het zelf in Mijn DUQ.

Eenvoudig zaken doen met de averheid

Inloggen Mijn DUO u

Verzenddatum : 23 apr 2009
Vervaldatum : 18 jun 2009

[

e ?\X Centraal justitfeel]ncasso Bureau

U kunt elke dag inloggen, alleen niet tussen

Informatie: www.cjib.nl 06.00 en 07.00 uur 's ochtends. DigiD helpt u verder. (£
Toledons: 09 - 742 130

Wachtwoord of gebruikersnaam vergeten?
Postadros > Fostius 1794 201 OB Lesavmmen

Mijn Kadaster T ————
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€ crisis.nl - Windows Internet Explorer
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BHyTpiWwHIi 6i3Hec-
npouecu

¥ P-Direkt
Ministerie van Binnenlandse Zaken en

Koninkrijksrelaties

Ll Mijn Gegevens Verlof Financién Werk




[eaki npuknaau IT ayauTie, WO NpoBoaua
LleHTpanbHa ypsaaoBa cnyxxba ayauty

d TecTyBaHHSI CUCTEMM OHAMH AyKLUiIOHY, WO 6yB 3aCTOCOBAHUM
ypsaaom Ans aykuioHepa Telecom woao 4yacTtoT npoBanaepis
Tenekomy

O lMopaan B YacTUHIi aBTOMaTU3aUil AOKYMEHTaNlbHUX NPOLECiB
MiHicTepcTB

0 TectyBaHHs 6e3nekn cMapTdOHiB, AKi BUKOPUCTOBYIOTb
aepxxcnyxbéosui

TecTyBaHHSA 6e3nekn aBTOMATU30BaHUX CUCTEM noJavi 3asB
rpoMagsiHaMu, y sskmx 36epiratoTbCs AaHi Npo NOBEPHEHi NogaTKu

TecTtyBaHHSA 6e3nekun 3B'a3Ky dyepe3 VPN

AyanTt Mob6inbHOro AoAaTKy WOoA0 nonepeaxeHb

Ayant 6e3nekn XMapuHKOBUX Ta BipTyasibHUX TEXHOOrIN.

AyaunT iHpOopMaLiNHNX LUEHTPIB

TecTyBaHHSA NporpaMHUX MoayniB y BeNMKUX PiHAHCOBUX CUCTEMAX.

U

COoD0D0O



O6'ektn IT-ayanty

« TexHivyHa iHPpacTpyKTypa (TEXHIYHUIN ayaunT)
« OnepauinHa iHpopMauinHa cucteMa (CUCTEMHUIN ayanT)
« IT-npouecwn (Hanp. ITIL-ayanTtn)
« [IporpaMHe 3abe3nevyeHHs
« KomepuinHe «3 nonuui» (COTS)

« CTaHOapTHe nporpaMHe 3abe3nedeHHs 3 KOHQirypauieto
3aMOBHMKaA

« CneuianizoBaHe
« Cucremmn besneku
e 3axXUCT NepCcoHanbHUX AAHUX.
« Ceptudikauia abo akpeaguTauis.
« LlaxpancTeo i cynosi ayantu / po3cnigyBaHHS.
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Big IT po IT-ayauty




Big IT po IT - ayauty

«OuiHka gakocTi IT cuctem Ta npouecie, Ha OCHOBI paMKOBOI OCHOBMU
ayauTy>.

PaMKoBa OCHOBa ayaAuUTY BM3HA4Ya€ KpuUTepili ayanTty, SKMM MaE€e
Bignosigatn IT-cucrtema.

«IT ayanTt — e He3aslexXHa Ta 06'€EKTUBHAa OLiHKa HaAiMHOCTI, be3rneku
(BK/10OUaOYM KOH@IAEHUINHICTb), EQOEKTUBHOCTI Ta
pE3Y/IbTaTUBHOCTI aBTOMaTtn30BaHUX IHOPMaLiMHUX CUCTEM,
opraHizauii aBToMaTU30BaHUX A€NapTaMeHTIB, a TaKOXX TEXHIYHOI
Ta OpraHi3ayinHoi iIHppacTpyKTypu aBTOMaTmn30BaHNX
IHGpbopMmaLiiHUX rpoLeciB»

«3abe3reqyeHHs 4oAaTKOBUX rapaHTiv LLJISIXOM OUiHKW (yripaBsliHHS i
KOHTPOJIt0) o4HOro abo binbLie AKICHUX acrnekTtiB 06'eKkTiB
IHpopmaLiniHoro 3abe3rneyeHHs




AcnekTun aKOCTI

KoHdigeHUINHICTb: aBToOpu3auisd, iaeHTndikauis, Towo.
[lpaBAMBICTb: MOBHOTA | TOYHICTb AAHUX, @BTEHTUYHICTb.
[OCTynHiCcTb: 6e3nepepBHiCTb, MOPTAaTUBHICTb, BiAHOBMIEHHS
He-BigMoBa

KOHTPO/IbOBaHICTh:! MiATPUMKAE, 3B’130K, b6e3reka
Pe3yibTatnBHICTb:! pIBEHb OXOIJIEHHS, 3PYYHICTb BUKOPUCTAHHS

EeKTUBHICTb ! LUBUAKICTb, 3PYYHICTh AJ19 KOPUCTYBa4ya, noBTOPHE
BUKOPUCTAHHS



3aBaaHHSA

fKi acneKkTn AKOCTi BU BUKOPUCTOBYETE?

KoHdiaeHUINHICTb: aBTOopu3lauis, iaeHTndikauis, Towo.
[lpaBAMBICTb: MOBHOTA | TOYHICTb AAHWUX, @BTEHTUYHICTb.
[JOCTYnHICTb: 6e3nepepBHICTb, NOPTATUBHICTb, BiAHOB/IEHHS
He-BigMoBa

KOHTPO/IbOBaHICTh:! MiATPUMKAE, 3B’30K, b6e3reka
Pe3yibTatnBHICTb:! pIBEHb OXOIJ/IEHHS, 3PYYHICTb BUKOPUCTAHHS

EeKkTUBHICTBh ! LUBUAKICTb, 3PYYHICTb AJ19 KOPUCTYBa4ya, noBTOPHE
BUKOPUCTAHHS
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Big IT no IT-
ayauTy:

3anuT/3aBaaHHSA Ha
ayauT

(noyaTok IT-
ayauTy)




3anunTt/3aBaaHHsa Ha ayaut (1)

Y 3aMOBHMKA MOXYTb OYTU Pi3Hi NPUYMHK AN 3anuTy Ha IT-ayauT,
Hanpuknaa:

* BignosigHictb (‘A mMato gotpmumysaTtmuca 1S027001" )
 HewoaaBHE nopyLweHHs 6e3neku

 OTpuMaTK iHpopMaLitO WOAO0 NOTOYHOro piBHA be3neku
* YKNnageHHsa yrogu i3 HoeuM IT napTHepoOM

* [lNnaHyeTbCA BCTaHOBNIEHHSA HOBOI IT cucrtemu




3anunTt/3aBaaHHsa Ha ayanT(VI)

Ob6car (Mexi) B getansax:

- AAKi KOMMNOHEHTU OXOM/OCH, a AKI Hi, |
yomy?

- Yy 3aMOBHUMK BOJIOAIE aKTyasIbHOIO
KapTUHKOK cUTyauil?

- [JOKyMeHTU an3aunHy

- Y3rogntn obcsar i3
3aMOBHMKOM/(iHaHCOBUM ayanTOPOM
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Big IT po IT-
ayaunTy:

AK BUSHAQYUTWU
obcar




O6'ektn ayauTty B IT-ynpasniHHi (1I)

4. OpraHizauiqa (BigaineHHs, ynpasniHHSA | KOHTPONb, 3aBAaHHS)

3. NMpouecn (ynpaBniHHA NocTadasbHMKaAMKM, TEXHIYHA NiIATPUMKA,
TOLLO)

2. MNMpuknagHi nporpamn (SAP, Windows, npoekTHe nporpamHe
3abe3neyvyeHHs, Towo)

1. IHdppacTpykTypa (6a3n gaHuX, MixkMepeXXxeBun eKkpaH, ToLO)




O6'ekTn ayauTy — opraHisauis

AyaWUTW Ha CTpateriyHoMy i TaKTUYHOMY PIiBHAX MIHICTEPCTBa,
areHTCTB i NiaApsaAHUX OpraHi3auiun.

AyauTu WoAao ynpasaiHHSA | KOHTPOO, PU3UKY Ta AOTPUMAHH4
NpaBwusl, apxiTeKTypu, ynpasaiHHSA nopTdonio.

CtpaTeriyHe y3roaXeHHs 6i3Hecy i IT
YnpasniHHA nignpueMcTBoM Ta IT-apXiTeKTypoto
YnpaBniHHA nopTdonio

[>Xepena pilweHb

YnpaBniHHSA | KOHTPOJb

COoD0D0DO



O6'ektTn ayauTty: IT npouecu i npoueaypu

AyanTtun Ha oriepadinHoMy pPiBHI MiHICTEepCTBa,

dlfreéHTCTB Ta

niapaaHnx opradiszaudin. IT-genaptaMeHT BiAMNOBIAAE 3@ BUKOHAHHS

HU3kK IT npouecis i npoueanyp.

d lMpaudiBHuK: “Min akkayHT 3absiokoBaHO”
0 BuaBneHo nigo3piny MepexeBy AiANbHICTb
y hanni Bxoay Ha MiXMepexxeBuin ekpaH

d 3anyweHo HoBMIK Beb-cauT.

O TllpauiBHMKa nepeBenu i3 Bigainy
3aKyniBenb Yy BigAain npoaax

YnpaBniHHA iHUUAEHTaMU

YnpaBniHHA 6e3neKkoto

YnpaBiiHHA 3MiHaMU

YnpaBniHHA BUNYCKOM

YnpaBniHHA AOCTYMNOM

BuMora BMUKOHAHHA




O6'eKTN ayanTy — 3aCTOCYHKMU

OnepauinHi cnctemn: Windows / Linux / CentQOS /
Cucrtemu ynpasniHHa 6a3aMu gaHux

CncrtemMu ynpasniHHS AOKYMEHTaMMU A
diHaHcoBi 3acTtocyHkun: SAP / Oracle b
3aCTOCYHKM WOA0 3aKyniBenb

3aCTOCYHKM Wwoa0 3apobiTHOI nnatu

COoO0D0D0O

- (()Java W)

Apache _—_ WORDPRESS


http://omnitechsupport-scam.com/wp-content/uploads/2013/03/Windows-Vista-command-prompt.jpg
http://omnitechsupport-scam.com/wp-content/uploads/2013/03/Windows-Vista-command-prompt.jpg
http://en.wikipedia.org/wiki/File:Tux.svg
http://en.wikipedia.org/wiki/File:Tux.svg

O6'ekTn ayauTy - iHPpPaCTPYKTypa

AyauT Ha piBHI NepuUMeTpy: TaKi TeXHIYHI KOMMNOHEHTU SK: MiXKMepeXXeBUin eKpaH,
BUPIiBHIOBa4Y HaBaHTa)keHHs, Beb6-cepBep, cepBep 3aCTOCYHKY, cepBep 6a3un
AaHUX.
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Mpuknaa Bu3HavyeHHsA obcary(II)

Foreword
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Bibliography

I
Asset management

_.9/

Access control

5 ,
Information \

=

Operations

security

security policies |©

Cryptography
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